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KaK aencTBytoT aTaKkytouime?
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Kak n yem 3awmuwatbca’?

3penoctb Ub

Security
Assessment tools
(scanners & host)

NGFW / SGW
IDS / IPS

WAF
AntiSpam / AntiPhishing

Network / Data Encryption

Firewall / Antivirus

Compliance
Management

(PIM, PAM & etc.)

DLP

MDM

SIEM

ATD/ATP/
Anti-APT

HoneyNet

Platforms
AntiFraud Threat Intelligence

ERP / GRC

TIP Security
Orchestration

EDR / XDR

3d Party IR

Network
Forensics
Platform

Bpemsa



Kaspersky Anti Targeted Attack Platform
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Kaspersky
KATA Platform
EDR Edition

loC-ckaHupoBaHue / loA- AHTUBUPYCHbIN ABUKOK &
aHanu3 MecoyHuua
PeTpocneKTUBHbIN aHanus & r{ .1 5a30Bblii MHCTPYMeHTapwii
AHasM3 nepeonpuYnH L Y1 UnppoBOI KPUMUHANUCTUKM

[Joctyn B rnobanbHyto 6a3y ConocTasneHue
06 yrposax ¢ MITRE ATT&CK

MawwnHHoe obyyeHne &
IDS un Yara-npasuna
URL-penyTauua



CueHapumn B3aMMoaenNCcTBuUS

Mcnonb3yeTcsa B KayecTBe ceHcopa naatdopmbl
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Kaspersky Threat Intelligence

Mnhatdopma ans
ynpaB/ieHUA AaHHbIMMK
0 Knbepyrposax

MouncKoBbIM NopTan o
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Kaspersky
Threat
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Kaspersky Threat Lookup
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Kaspersky
Threat Intelligence Portal
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Assets management

© Your assets list is being validated at the moment. After validation, we will add your assets to the list below.

+ Add asset

Category

Status

Include in search

Status details

1234

dsasdada

Qwe Qwe

432

321

wage, 123, qweasd 2xc

Domain

P (v4/vé)

Domain

Domain

Employee name

Domain

Domain

Domain

Domain

Domain

P range

Email

Email

Company/brand name

Domain

» Sent to validation

» Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

Sent to validation

© Included

© Included

Excluded

Included

Excluded

Excluded

Included

Included

Included

Included

Included

Excluded

Included

Included

Included




Security Information and Event Management
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CunHeprusa SIEM u Tl-nnatdopmbl

Statistics overview

Checked objects | Number of detections [T gel e DT L T L IS LT £
Kaspersky | jects | IP address Hash @ URL

Unified Monitoring and
Analysis Platform

B3 Buibpatio TeHaHTos: 2

BR MNanenb monuTopuHra
L Aneprol

@ WHumpeHTbl

Supplier statistics

Supplier name Last update date Indicators False positives  Detected M|

¢y Botnet CnC URL Data Feed 024-08-22 16:02 584 38¢ ( 121

Pz Cobbirus

= Axtushi

@ Botnet_CnhC_URL_Data_Feed
fi] Oruetsi ( <y Malicious Hash Data Feed o _
Malicious_Hash_Data_Feed

IPReputation Data Feed P_Reputation_Data_Feed

nternalTl

Pecypchbi

% CyberTrace i — _ ; 2024-08-22 16:33 ; - ( 0 FalsePositive

Mobile_Malicious_Hash_Data_F ..
[wcneTtuep 3anay Testl

test
{3+ MNapametpbi

B CocTosHue MCTOUHMKOB 3593043

El Metpuku




TexHonornyeckoe aapo Kaspersky Symphony XDR

3awmTa Ha ypoBHE ceTu

Kaspersky
@ Anti Targeted
Attack

Kaspersky
Fﬁ' Security ansa

NMOYTOBbIX CEPBEpPOB

Kaspersky
@ Security ans
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Kaspersky
Symphony XDR

1 Kaspersky Kaspersky
-- Unified Monitoring Single Management
’ and Analysis Platform Platform

[ ®dyHaameHT XDR ]

3a WNTA KOHEYHbIX TOYEK

Kaspersky Kaspersky
Symphony Security Symphony EDR
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Threat Lookup

;g Kaspersky

Kaspersky

(€)) | ThreatData
(e) Feeds

Q Kaspersky
@ CyberTrace

ObyyeHre nonb3oBaTenen

o Kaspersky
Ar, | Automated Security
== Awareness Platform
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